Acceso al laboratorio de ciberseqguridad

Abrimos el software SINEMA Remote Connect Client.
URL.: siemenscomunicaciones.dynalias.org:6443
Usuario: USER_GX donde X es el numero del grupo asignado.
Contrasena: Siemens1234!
¥ CONNECTED

- =FX
SIEMENS SINEMA Remgite Connect Client

Session Timeout:  11:59:09 Englishi ~ [3 Logout | o o

Account Server Profiles Settings

SINEMA Remote Connect Account v

SINEMA RC URL: A 139.16.189.200 VPN address:

Logged in as: X USER G1 NAT status:

Device list

Y virtual subnet ~ Disconne :t all devices

Device name VPN address Subnet name Remote subnet Node Node address (Port) Status

Location Allow comfhunication
(Port) name

SC646 Remote LABS &¥ ONLINE Lab

©N0lo
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orobar conexion

Comprobar conectividad CLI: Ping constante al XC200 del anillo — ping 192.168.140.1X -t
Acceder via pagina web al equipo
Usuario: admin
Contrasena: Siemens1!

C:\Users\z004p9mx>ping 192.168

Haciendo ping a
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde
Respuesta desde

izl
192.
199°
1l )
109
1zl
1599
1l pl
llepl
192.
192.
102 )
1997
TO7x
159
1liziol

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

140.
140.
140.
140.
140.
140.
140.
140.
140.
140.
140.
140.
140.
140.
140.
140.

11

10ale
1lale
1ka ks
18LE
1=
io]se
1kale
1fale
103Le
19
1fa ke
11
11.:
183 LE
1ALt

.140.11 -t

con 32 bytes de datos:

bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

tiempo=125ms TTL=62
tiempo=80ms TTL=62
tiempo=86ms TTL=62
tiempo=76ms TTL=62
tiempo=80ms TTL=62
tiempo=97ms TTL=62
tiempo=127ms TTL=62
tiempo=75ms TTL=62
tiempo=TUms TTL=62
tiempo=6Ums TTL=62
tiempo=105ms TTL=62
tiempo=108ms TTL=62
tiempo=136ms TTL=62
tiempo=8Ums TTL=62
tiempo=88ms TTL=62

< C 0

SIEMENS

© Noseguro |

htps//192.168.140.11

Name: admin

Password

Switch to insecure HTTP

For information about browser compatibility please refer to the manual




XC200 - Asignar nombre al equipo

System > General
Nombre: Agregado GX

SIEMENS
192.168.112.4/SCALANCE XC208G

Welcome admin DEV | ce

Logout
Device Coordinates
¥ Information

*Systemn Current System Time: 03/04/2000 04:00:53
Systemn Up Time: 63d 4h Om 53s
Device Tune SCALANCE XC2080
System Name. sysName Not Set

» Configuration

P General

»Agent IP
FDNS

Y SIETTT LOTHECE SYSLUNLEUL NUL el

System Location: sysLocation Not Set
kRestart

»Load&Save [S2t Values | |Refresh |

kEvents
rSMTE Client

0]®




XC200 - Poner el equipo en hora: Servidor NTP

System > System Time > NTP Client
NTP Server: 192.168.140.140
NTP Port: 123

SIEMENS
192.168.112.4/SCALANCE XC208G

Weicome admin.  Network Time Protocol (NTP) Client

Logout
Manual 'Set'ting 'DST Overview "'I'ZJ'S"i"'Coriﬁ'gurat'ion | SNTP Client | NTP Client | SIMATIC Time Client | PTP Client NTP Server
FInformation - ’ !

vSystem [ NTP Client
|| Secure NTP Clignt only

Current System Time: 03/04/2000 04:10:

Last Synchronization Time: Date/time not set

+Configuration
»General
rAgent IP
»DNS

Last Synchronization Mechanism: Mot set
Time Zone: +00:00
PRestart Daylight Saving Time: inactive (offset + Oh)
rLoad&Save
» Events NTP Server Index: [1 |

FSMTP Client

FSNMP I [192.168.140.140 123 1

*DHCP Select NTP Server Index NTP Server Address NTP Server Port 1” Interval  Key 1D Hash Algori

» System Time 1 entry.
b Auto Logout

—
Do - |[Set Values| [Refresh |
S —— |

} Button

H©)




XC200 — Comprobar version firmware

Information > Versions
Comprobar ultima version:

¢ En qué version esta?; Esta en su ultima version?

SIEMENS
192.168.112.4/SCALANCE XC208G

Welcome admin . Version Information

Logout
vinformation Hardware Name
b Start Page Basic Device SCALANCE XC208G

¢ Dashboard Software DESCprﬁOﬂ »Home > Product Support & Product Support | & Fon

*Versions Firmware SCALANCE XC200 Firmware AL,
»I&M Bootloader SCALANCE XC200 Bootloader (& AlProcues Ly Produets

» ARP Table Firmware_Running Current running Firmware

Product tree

Product Entry typ Date

|SGK5208—OEAOU—2ACZ v|x| From

» Search product

kLog Table

rFaults

» Redundancy
anageable Layer 2
ED, redundant
dundan

ata » Add io mySuppori products

Eisave fiter | &> Load fiter |




XC200 — Actualizacion de la version firmware

System > Load & Save

SIEMENS
192.168.112.4/SCALANCE XC208G

Welcome admin. | oad and Save via HTTP

Logout

HTTP | TFTP SFTP  Passwords
¥ Information

»System Update

¥ Configuration Type Descnption Delete
Firmware Firmware Update

b General

» Agent IP Configuration

VDNS Type Description

Config Startup Configuration
»Restart ConfigPack Startup Config, Users, Certificates and WBM favourites
PLoad&Save LoginWelcomeMessage Login Welcome Message
» Events RunningCLI ‘show running-config all' CLI settings

0]®




XC200 — Deshabilitar protocolos no sequros

System > Configuration

SIEMENS
192.168.112.4/SCALANCE XC208G

Welcome admin. ~ System Configuration

Logout

¥ Information [l Telnet Server

Telnet Port: 23
(] 88H Server

85H Port: 22
Keacut SSH Key Exchange Algorithm Level
Al ] HTTP Server
rBhS HTTP Port: 80
AR HTTPS Server
»Load&Save HTTPS Port: 443
»Events Minimum TLS Version @‘
»SMTP Client DNS Client
»DHCP [_] SMTP Client
FSNMP || Syslog Client
» System Time DCP Server. [Read-Only  v|
+Auto Logout Time: @
¥Button SNMP. | SNMPv1/v2Civ3 |
SNMPv1/v2 Read-Only
»Ports SINEMA Configuration Interface
it ARP Keep Alive

Monitoring ARP Keep Alive Interval: 30

»Sysiem

» Configuration

» Syslog Client

» Diagnostics Configuration Mode: | Automatic Save ~]

» PROFINET Minimum Config-File Version: [V1.0 ~|
» EtherNet/IP Config-File Checksum: 8dff1287f8acecS8e2a2ab3cf285b5f5417af95a2e8b41. .

PPLUG Write Startup Config
kg Set Values

»DCP Discovery




Qué dispositivos ves en ca

System > DCP Discovery > Discover

G
192.168.140.11/XC200_G1 02/17/2025 17:36:18%

Welcome admin.  Discovery and Set via PROFINET Discovery and Configuration Protocol (DCP)

SIEMENS

Logout

¥Information Timeout[s] |5—v|

»System Blink Own LEDs

» Configuration

YGenaral Interface: [ vlan100
»Agent IP Discover

PDNS

Port Device Type Device Name IP Address Mask Address Gateway Address  Name Status IP Status Timeout[s] Blink

0 entries.

¥ Restart

}Load&Save
dEvents Saaiies
»SMTP Client

PDHCP

»FSNMP

} System Time
+Auto Logout

¥ Button

0]©




©Nolo

; Qué dispositivos tienes en tu FDB?

Information > ARP Table
¢ Coinciden con los que descubres en capa 2?

SIEMENS
192.168.140.11/XC200_G1

Welcome admin. ~ Address Resolution Protocol (ARP) Table

Logout

wInformation Interface MAC Address IP Address

¥ Start Page vlan100 20-87-56-51-48-1d 192.168.140.12
¥ Dashboard vian100 20-87-56-5f-50-17 192.168.140.140

Media Type
Dynamic
Dynamic

¥ \Versions 2 enfries.

k&M
Refresh

» ARP Table
kLog Table




; Qué dispositivos tienes en tu FDB?

Haz PING a los dispositivos de los otros grupos 192.168.140.1X: System > PING
Revisa de nuevo tu FDB

¢ Hay nuevos dispositivos?; Por que?
Layer 2 > Dynamic MAC Aging

SIEMENS
192.168.140.11/XC200_G1

Welcome admin Pin g

Logout

¥ Information Destination Address: 192 168.140.12 Repeat: 3

»System Ping Cutput: Pinging 192.168.140.12 with 32 bytes of data
. Seq: 1, Reply Received From: 192.168.140.12, Bytes: 32, Time Taken: 2 msecs, TTL:64
» Configuration Seq: 2, Reply Received From: 192.168.140.12, Bytes: 32, Time Taken: 3 msecs, TTL.64

rGeneral
rAgent IP
FDNS
}Resiart

* L oad&Save
»Events
FSMTP Client

oner

FSNMP

@O0




Qué dispositivos estan conectados al switch?

Information > LLDP > Refresh

SIEMENS
192.168.140.11/XC200_G1

Link Layer Discovery Protocol (LLDP) Neighbors

vinfoeration System Name Device ID Local Interface  Hold Time[s] Capability Port 1D

d4:5:27:3d:88:c8 P03 20 Bridge,Router port-005
} Dashboard VRRP_IZQ 20:87:56:0a:b2:00 P02 20 Bridge Router port-002-00001
Wersions XC200 G2 20:87:56:51:48:fd P01 20 Bridge port-002

MEM

» Start Page

»ARP Table
rLog Table

» Faults
» Redundaricy

»Ethernet
Statistics

»Unicast

0]©




XC200 — Estado de los puertos del Switch

System > Ports
Deshabilita los no utilizados: System > Ports > Configuration

SIEMENS
192.168.140.11/XC200_G1

Welcome admin.  Ports Configuration

Logout
[ Overview | Configuration

S *information
192.168.140.11/XC200_G1 0211712025 1754 252 port [P
- ~
Welcome admin| Ports Overview System ) 3
» Configuration Status ‘enabled v|

SIEMEN

B?s
Logout : : » General Port Name
Overview Cenfiguration

*Information YAgent IP MAC Address: 20-87-56-9b-6c-ab

Nodes »DNS Mode Ty Auto negotiation v

mﬂ: i }Restart Auto Negotiation Capability

»General B Switch-Port VLAN Hybrid enabled up 100M FD enabled Linrestricted disabled a 6 no ) 10 HD 10 FD
»Agent IP ] Switch-Port VLAN Hybrid enabled up 100MFD  enabled inrestricted disabled 0O 4 no } Load&Save 6o 0D
Switch-Port VLAN Hybrid enabled up 100M FD enabled hinrestricted disabled no » Events

Switch-Port VLAN Hybrid enabled 100MFD  enabled Lnrestricted disabled no 1000 FD 2500 FD
e Switch-Port VLAN Hybrid enabled 100MFD enabled inrestricted disabled o »SMTP Client 5000 FD 10000 FD
pEaadgsave Switch-Port VLAN Hybrid enabled 100MFD  enabled inrestricted disabled no yDHCP

»Events Switch-Port VLAN Hybrid enabled 100MFD  enabled Linrestricted disabled no o Mode: 100M FD
» SMTP Client 0 Switch-Port VLAN Hybrid enabled 4100M FD  enabled Linrestricted disabled no FSNMP Negaotiation: enabled

»DHCP ] » System Time [ Flow Ctrl. Type

»System

= g i Maximum  Learnt
Port Name Port Type Status OperState Mode Flow Ctrl Type  Flow Ctrl.
»Configuration 2 P yp Nodes  Nodes

PDNS

» SNMP »Auto Logout Flow Ctrl - disabled

»Button Port Type: | Switch-Port VLAN Hybrid
[T Nodes Manitoring

»System Time

»Auto Logout
»Button » Syslog Client
¥ Syslog Client »Ports

}Ports MNodes Monitoring Action: | no
»Fault
» Fault

Monitoring Nodes Monitoring State: off

Maximum Nedes: 0

» Diagnostics OperState: up
»PROFINET Linkc up
Blocked by: -
Unicast MAC Learning

» EtherNet/IP
»PLUG

}»Ping




XC200 - Estado del cable

System > Ports Diagnostics

|ﬁ‘| Running the cable test will break the link for
a moment.
Do you want to continue?

N

oK | | cancel

SIEMENS
192.168.140.11/XC200_G1

Welcome admin =~ Cable Tester

Logout
Cable Tester |
» Information '
*System Port: | PO.1 v
¥ Configuration
» General Pair Status Distance
2 OK unknown

36 OK unknown

4.5 not tested 0
rRestart 7.8

rAgent IP
PDNS

not tested 0
dlLoad&Save

FEvents @

FSMTP Client

*DHCP

H©)



XC200 - Config

Descarga el ConfigPack y el CLI: System > Load&Save
¢, Qué diferencia hay entre el ConfigPack y el CLI?

SIEMENS
192.168.140.11/XC200_G1

Welcome admin. | oad and Save via HTTP

Logout
HTTP | TFTP | SFTP | Passwords
kInfarmation

»System Update
} Configuration Type Description Delete
Firmware Firmware Update

»General

Configuration
Type Description Delete
SoRie Siarup-menfigurat

FRestart ConfigPack Startup Config, Users, Certificates and WBM favourites
tLoad&Save aTa 1A RTAT=1TaT o 0P W FmTaE aZnT, T 1L AT U1 a1 FaTa s T (T FaT T oZ Ta T ] T i 3

» Events RunningCLI ‘show running-config all' CLI settings
»SMTP Client T T T T T T R T T Oy O o
Script Script

SINEMAConfig SINEMA Cffline Configuration

Users Users and Passwords

kSystem Time WBMFav WEBM favourite pages

BRI S Qclh Certificate & Key
»Button

rAgent IP
PDNS

»DHCP
FSNMP

Type Description Delete
» Syslog Chent HTTPSCert HTTPS Certificate |
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XC200 — Esquema de configuracion MRP

Objetivo: Configurar una topologia redundante MRP.

Estado Inicial Estado Final

IP MAINT: 152.168.1.2/24

IPMAINT: 162.168.1.2/24 | & 1 E =
, J L -- i

e 0l
E T dEd

XC208 ¥C208

1P MAINT: - ] 1P MAINT:
1 XC208 XC2038 i :
J) 192.168.1.11/24 1P MAINT: IP MAINT: | 192.168.1.11/24 %C208

vl = ’E. 192.168.1.12/24 ) 192.168.1.13/24 | 1P MAINT:
GRUPO 1 ﬂ/\/ GRUPO 3 GRUPO 1

| 192.168.1.12/24

i ¥C208
IP RAAINT:
182.168.1.13/24

GRUPO 3
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XC200 — Configuracion MRP

Layer 2 > Ring Redundancy > Ring > Habilitar MRP Client
Seleccionar los puertos del anillo: P0.1 y P0.2
Seleccionar dominio MRP: default-mrpdomain

Apunta el dominio MRP, debe ser el mismo en todos los dispositivos del anillo.

SIEMENS
192.168.140.11/XC200_G1

Weleome admin - Ring Redundancy

Logout

Ring | Standby ' MRP Interconnection
¥ Infarmation

» System Ring ID:| 1 v
Ring Redundancy
Ring Redundancy Mode: [ MRP Client
Ring Ports: | P01 v
Domain Name: | default-mrpdomain v

}Rate Control —

L ayer 2

+ Configuration

r QoS

[_] Observer
PWLAN

Restore Default
+Private VLAN
¥ Provider Bridge
liedlallins 2 Ring ID Domain Name Ring Redundancy Mode Ring Port 1 Ring Port 2
+Mirroring 1 default-mrpdomain  MRP Client P01 P0.2
¥ Dynamic MAC P01 P0.2
Aging

2
3 - P01 P02
4 P01 P02

rRing
Redundancy

* Spanning Tree Set Values | [REfresh

+Loop Detection



XC200 — Anillo MRP informacion

System > Ports > Blocked by...

¢ En que estado estan los puertos del anillo?
Y en el RM 192.168.140.17?
; En que estado estan los pue

provoque la caida.

¢ Qué puerto se pasiva al recuperarse?

©Nole
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XC200 — Esquema de configuracion HRP

Objetivo: Configurar una topologia redundante HRP.

Estado Inicial Estado Final

IP MAINT: 152 168.1.2/24 H A : = O
p— i i LRI [P MAINT- 192 168.1 2/24 I & I L E_] | :
i ; t §

gl

XC208 XC208

IP MAINT: ; =1 [P MAINT:
| 192 168.1.11/24 AC208 *C203 182.168.1.11/24 XC208
: Jabt 1P MAINT: 1P PAAINT: | - 1P AEAINT:

8 ]E, 192.168.1.12/24 . 192.168.1,13/24 il 192.168.1.12/24
GRUPO 1 ﬂ/\/ GRUPO 3 GRUPO L

XC208
IP MAINT:

192.168.1.13/24

GRUPO 3




XC200 — Configuracion HRP

Layer 2 > Ring Redundancy > Ring > Habilitar HRP Client

Seleccionar los puertos del anillo: P0.1 y P0.2

Seleccionar dominio MRP: default-mrpdomain

Apunta el dominio MRP, debe ser el mismo en todos los dispositivos del anillo.

SIEMENS
192.168.140.11/XC200_G1

Welcome admin.  Ring Redundancy

Logout

Ring | Standhy-' MRP Interconnection
* Information )

» System Ring ID:[ 1 v]
Ring Redundancy

EIERS Ring Redundancy Mode:| HRP Client

» Configuration Ring Ports W

r QoS e

L Domain NC—‘.mE'Z| default-mrpdomain v
T Observer

Restore Default

» Rate Control
FVLAN

»Private VLAN

¥ Provider Brid -
iR Ll Ring ID Domain Name Ring Redundancy Mode Ring Port 1 Ring Port 2

+Mirroring 1 default-mrpdomain  HRP Client PO P02
2 P01 P0.2
3 = PO P0.2
4 P01 P0.2

» Dynamic MAC
Aging

+Ring
Redundancy

} Spanning Tree

} Loop Detection

©Nole



XC200 — Anillo HRP informacion

System > Ports > Blocked by...

¢ En que estado estan los puertos del anillo?
Y en el RM 192.168.140.17?

rd

provoque la caida.

¢ Qué puerto se pasiva al recuperarse?

Telegramas
Test RM

©N0le




XC200 — VLANSs

Objetivo: Comunicar entre los grupos de automatizacion.

Estado Inicial Estado Final

IP ROUTING: 172.16.1.3/24

IP ROUTING: 172.16.1.2/24

IP MAINT: 192.168.1.3/24
IP MAINT: 192.168.1.2/24 i M H

IP MAINT: 192,168.1.3/24
E IP MAINT: 192.168.1.2/24 H ‘E]
o) ngﬂﬂ
n— — |

XC208
IP MAINT:

. XC208
IP MAINT:

192.168.1.11/24 XC208 _

IP MAINT: IERAAINI

192.168.1.11/24 XC208 I)'gcﬁglﬁr
192.168.1.12/24 =] 192.168.1.13/24 1P MAINT:

192.168.1.12/24 192.168.1.13/24

GRUPO 1 GRUPO 3 GRUPO 1 = GRUPO 3
615 y 615
IP EXT: 172.16.1.11/24 ‘ — | IPEXT: 172.16.1.11/24 st
5615 m]

' $615 @ll| 1P EXT: 172.16.1.13/24
IP EXT: 172.16.1.12/24 Il IP EXT: 172.16.1.12/24




orobar comunicacion

Haz PING a los S615 de los otros grupos 192.168.1X2.1 : System > PING
¢ Responde?; Por qué?

SIEMENS
192.168.112.1/SCALANCE S615

Welcome admin P|ng

Logout

»Wizards Destination Address: 172.16.140.12 Repeat 3

¥ Information DNS Resolution: | Auto v|

Out Interface for IPv6 E
»System Out Interface is required only when pinging IPv6 multicast and link-local addresses
+ Configuration
» General Ping Cutput
*Restart
b Load&Save
rEvents
» SMTP Client
FSNMP
» System Time
¥ Auto Logout
+Button
} Syslog Client

» Fault
Monitoring

PPLUG
»Ping
» DCP Discovery

@O0




XC200 — Creacion VLANs

Layer 2 > VLAN > VLAN Bridge
Crear VLAN de routing: VLAN ID 200

SIEMENS
192.168.140.11/XC200_G1

Welcomeadmin Vjrtual Local Area Network (VLAN) General

Changes will be saved automatically in 56 seconds Press "Wiite Startup Config' to save immediately

Logout
‘General GVRP | Port Based VLAN
¥ Information
¥ System Bridge Mode_ | Customer v
Base Bridge Mode® | 802 1Q VLAN Bridge
(] Update Priority

vl ayer 2

» Configuration

VLAN ID
r QoS

Select VLANID Name Primary VLAN 1D
100 MAINT

» Rate Control
PVLAN LJ
¥ Private VLAN

1 entry.
» Provider Bridge =

* Mirroring [Create||Delete][ -1 -1 | [Refresh|

» Dynamic MAC
Aging

rRing
Redundancy

»Spanning Tree

0]©




XC200 — Distirbucion VLANs

iAqui tienes dos retos!
Asignar VLANSs a los puertos (Pista: esto depende del equipo con el que se conecte)
Layer 2 > VLAN > Port-Based VLAN

AsSignhar roles a los p 0 - 9 Dependge ge |8

Layer 2 > VLAN > VLAN Bridge

SIEMENS
192.168.140.11/XC200_G1

Welcome admin | Port Based Virtual Local Area Network (VLAN) Configuration

General | GVRP | Port Based VLAN | SIEMENS
¥ information
192.168.140.11/XC200_G1
»System Priority Port VID Acceptable Frames Ingress Filtering Wekome admin.  \jrtual Local Area Network (VLAN) General

Allports | No Change w|| No Change w || Mo Change v || No Change
vLayer 2 Logan

General GVRP PortBased VLAN |

s
EER e Port Priority Port VID Adteptable Frames Ingress Filtering

+QoS PO.1 v|[viantoo  v][A
»Rate Control P02 v|[VLAN100  v][A
FVLAN P03 v|[VLAN100  v][A
P0.4 v|[viaN1oD  ~][A
P0.5 v|[viaN100  ~]|[A
P0.6 v|[viantoo  v][A
¥ Mirroring PO.7 v|[viantoo v [A

+ Dynamic MAC P0.8 v|[vLANTOD  w][A
Aging

1e | Customer v
Base Brdge Mode | B02 10 VLAN Bridge
_| Update Priority

¥ Private VLAN

s Private VLAN
Type

Primary VLAN D Pronty DHCP Opt. 82 Forwal

»Provider Bridge Do not force

Do not force
4

2 entries

O000000a0rl

hRing [SetValues] [Refresh]

Redundancy
»Spanning Tree
»Loop Detection

rLink
Aggregation

»DCP
Forwarding

»LLDP




SOLUCION
XC200 — Distirbucion VLANs

iAqui tienes dos retos!

Asignar VLANSs a los puertos (Pista: esto depende del equipo con el que se conecte)
Layer 2 > VLAN > Port-Based VLAN

ASignhar roles a los pbuerto - 9 Dependge ge |8

Layer 2 > VLAN > VLAN Bridge

. XC208

41| 192.168.1.11/24
v || VLAN100

P04 F0.5 F0.6 PO.7

v || VLAN200

U U U U
v || VLAN100 e » " 5

v || VLAN100 -

v |[ VLAN100 = | IPEXT: 172.16.
v || VLAN100
v || VLAN100

©Nole




orobar comunicacion

Haz PING a los S615 de los otros grupos 192.168.1x2.1: System > PING
¢ Responde?; Por qué?

SIEMENS
192.168.112.1/SCALANCE S615

Welcome admin P|ng

Logout

»Wizards Destination Address: 172.16.140.12 Repeat 3

¥ Information DNS Resolution: | Auto v|

Out Interface for IPv6 E
»System Out Interface is required only when pinging IPv6 multicast and link-local addresses
+ Configuration
» General Ping Cutput
*Restart
b Load&Save
rEvents
» SMTP Client
FSNMP
» System Time
¥ Auto Logout
+Button
} Syslog Client

» Fault
Monitoring

PPLUG
»Ping
» DCP Discovery

@O0



